
Application for Cyber Insurance

Inception Date: 

Expiry Date: 

Client Name: 

Parent Name: 

Corporate Website Address:  

Address:

Main Business Description: 

No. of Records:  

Revenue: 

100% of Revenue in HQ Country: 

Revenue split (if applicable):

1. Does the applicant have a written Business Continuity and Disaster Recovery Plan in place? Yes ___   No___

2. Does the applicant have a process in place to implement / update critical security/antivirus/malware patches from 

commercial software vendors? Yes ___   No___

3. Does the applicant confirm that each of the following statements is accurate? Yes ___   No___

No Director, Officer, Executive or General Counsel of the applicant is aware of any fact, information, 

situation, circumstance or event which may lead to a claim, loss or obligation to respond to any data, 

privacy or security breach under the proposed insurance.  

In the past 3 years, no applicant has received any claims, complaints or regulatory action regarding any 

data, privacy or security breach; disseminated content or media; or violation of any privacy regulations 

or laws exceeding $10,000 in total cost.  

The applicant has not notified any individual or any third party of any actual or potential data, privacy or 

security breach involving the applicant.

4. Is the applicant in any business involved in the processing, storage or distribution of cannabis products, adult 

entertainment or cryptocurrencies? Yes ___   No___



5. Please confirm the following,

a. Before processing funds transfers does the applicant confirm the details of the instructions with the 

requestor through a secondary means of communication* from the original request?

b. Before processing account detail change requests from third party vendors or suppliers, does the 

applicant confirm the change details with the requestor through a secondary means of 

communication* from the original request?

c. Are all employees provided anti-fraud training (including but not limited to detecting social 

engineering, business email compromise and other similar exposures) at least annually?

Yes ___   No___

*A secondary means of communication is understood to be a communication method which is different from the 

first communication. For example, if the request is received by telephone, the secondary means may be email to a 

pre-established address. If the request is by email, a secondary means may be telephone to a pre-established 

number.

STATEMENT OF FACT: By accepting this insurance you confirm that the facts stated are true. These facts and all other 

information either provided by you or on your behalf to which this insurance relates form the basis of the contract of 

insurance.

FRAUD WARNING DISCLOSURE:   ANY PERSON WHO, WITH INTENT TO DEFRAUD OR KNOWING THAT (S)HE IS 

FACILITATING A FRAUD AGAINST THE INSURER, SUBMITS AN APPLICATION OR FILES A CLAIM CONTAINING A FALSE 

OR DECEPTIVE STATEMENT MAY BE GUILTY OF INSURANCE FRAUD.

NOTICE TO ALABAMA, ARKANSAS, LOUISIANA, NEW MEXICO AND RHODE ISLAND APPLICANTS: ANY PERSON 

WHO KNOWINGLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT OR 

KNOWINGLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND 

MAY BE SUBJECT TO FINES AND CONFINEMENT IN PRISON. 

NOTICE TO COLORADO APPLICANTS: IT IS UNLAWFUL TO KNOWINGLY PROVIDE FALSE, INCOMPLETE, OR 

MISLEADING FACTS OR INFORMATION TO AN INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING OR 

ATTEMPTING TO DEFRAUD THE COMPANY. PENALTIES MAY INCLUDE IMPRISONMENT, FINES, DENIAL OF 

INSURANCE, AND CIVIL DAMAGES. ANY INSURANCE COMPANY OR AGENT OF AN INSURANCE COMPANY WHO 

KNOWINGLY PROVIDES FALSE, INCOMPLETE, OR MISLEADING FACTS OR INFORMATION TO A POLICYHOLDER 

OR CLAIMANT FOR THE PURPOSE OF DEFRAUDING OR ATTEMPTING TO DEFRAUD THE POLICYHOLDER OR 

CLAIMANT WITH REGARD TO A SETTLEMENT OR AWARD PAYABLE FROM INSURANCE PROCEEDS SHALL BE 

REPORTED TO THE COLORADO DIVISION OF INSURANCE WITHIN THE DEPARTMENT OF REGULATORY 

AGENCIES. 

NOTICE TO DISTRICT OF COLUMBIA APPLICANTS: WARNING: IT IS A CRIME TO PROVIDE FALSE OR 

MISLEADING INFORMATION TO AN INSURER FOR THE PURPOSE OF DEFRAUDING THE INSURER OR ANY 

OTHER PERSON. PENALTIES INCLUDE IMPRISONMENT AND/OR FINES. IN ADDITION, AN INSURER MAY DENY 

INSURANCE BENEFITS IF FALSE INFORMATION MATERIALLY RELATED TO A CLAIM WAS PROVIDED BY THE 

APPLICANT. 

NOTICE TO FLORIDA APPLICANTS: ANY PERSON WHO KNOWINGLY AND WITH INTENT 

TO INJURE, DEFRAUD, OR DECEIVE ANY INSURER FILES A STATEMENT OF CLAIM OR 

AN APPLICATION CONTAINING ANY FALSE, INCOMPLETE OR MISLEADING INFORMATION IS GUILTY OF A 

FELONY IN THE THIRD DEGREE. 

NOTICE TO KANSAS APPLICANTS:  ANY PERSON WHO, KNOWINGLY AND WITH INTENT TO DEFRAUD, 

PRESENTS, CAUSES TO BE PRESENTED OR PREPARES WITH KNOWLEDGE OR BELIEF THAT IT WILL BE 

PRESENTED TO OR BY AN INSURER, PURPORTED INSURER, BROKER OR AGENT THEREOF, ANY WRITTEN 

STATEMENT AS PART OF, OR IN SUPPORT OF, AN APPLICATION FOR THE ISSUANCE OF, OR THE RATING OF AN 

INSURANCE POLICY FOR PERSONAL OR COMMERCIAL INSURANCE, OR A CLAIM FOR PAYMENT OR OTHER 



BENEFIT PURSUANT TO AN INSURANCE POLICY FOR COMMERCIAL OR PERSONAL INSURANCE WHICH SUCH 

PERSON KNOWS TO CONTAIN MATERIALLY FALSE INFORMATION CONCERNING ANY FACT MATERIAL 

THERETO; OR CONCEALS, FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY FACT 

MATERIAL THERETO COMMITS A FRAUDULENT INSURANCE ACT. 

NOTICE TO KENTUCKY, NEW JERSEY, NEW YORK, OHIO AND PENNSYLVANIA APPLICANTS: ANY PERSON WHO 

KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR OTHER PERSON FILES AN 

APPLICATION FOR INSURANCE 

OR STATEMENT OF CLAIMS CONTAINING ANY MATERIALLY FALSE INFORMATION OR CONCEALS FOR THE 

PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY FACT MATERIAL THERETO COMMITS A 

FRAUDULENT INSURANCE ACT, WHICH IS A CRIME, AND SUBJECTS SUCH PERSON TO CRIMINAL AND CIVIL 

PENALTIES.  (IN NEW 

YORK, THE CIVIL PENALTY IS NOT TO EXCEED FIVE THOUSAND DOLLARS ($5,000) AND THE STATED VALUE OF 

THE CLAIM FOR EACH SUCH VIOLATION.) 

NOTICE TO MAINE, TENNESSEE, VIRGINIA AND WASHINGTON APPLICANTS: IT IS A 

CRIME TO KNOWINGLY PROVIDE FALSE, INCOMPLETE OR MISLEADING INFORMATION TO AN INSURANCE 

COMPANY FOR THE PURPOSE OF DEFRAUDING THE COMPANY. PENALTIES MAY INCLUDE IMPRISONMENT, 

FINES OR A DENIAL OF INSURANCE BENEFITS. 

NOTICE TO MARYLAND APPLICANTS:  ANY PERSON WHO KNOWINGLY OR WILLFULLY PRESENTS A FALSE OR 

FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT OR KNOWINGLY OR WILLFULLY PRESENTS FALSE 

INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND MAY BE SUBJECT TO FINES 

AND CONFINEMENT IN PRISON.  

NOTICE TO OKLAHOMA APPLICANTS:  WARNING: ANY PERSON WHO KNOWINGLY, AND WITH INTENT TO 

INJURE, DEFRAUD OR DECEIVE ANY INSURER, MAKES ANY CLAIM FOR THE PROCEEDS OF AN INSURANCE 

POLICY CONTAINING ANY FALSE, INCOMPLETE OR MISLEADING INFORMATION IS GUILTY OF A FELONY. 

DECLARATION

THE UNDERSIGNED AUTHORIZED EMPLOYEE OF THE APPLICANT DECLARES THAT THE STATEMENTS SET FORTH 

HEREIN ARE TRUE. THE UNDERSIGNED AUTHORIZED EMPLOYEE AGREES THAT IF THE INFORMATION SUPPLIED ON 

THIS APPLICATION CHANGES BETWEEN THE DATE OF THIS APPLICATION AND THE EFFECTIVE DATE OF THE 

INSURANCE, HE/SHE WILL, IN ORDER FOR THE INFORMATION TO BE ACCURATE ON THE EFFECTIVE DATE OF THE 

INSURANCE, IMMEDIATELY NOTIFY THE UNDERWRITER OF SUCH CHANGES, AND THE UNDERWRITER MAY 

WITHDRAW OR MODIFY ANY OUTSTANDING QUOTATIONS OR AUTHORIZATIONS OR AGREEMENTS TO BIND THE 

INSURANCE.  FOR NEW HAMPSHIRE APPLICANTS, THE FOREGOING STATEMENT IS LIMITED TO THE BEST OF THE 

UNDERSIGNED’S KNOWLEDGE, AFTER REASONABLE INQUIRY.  IN MAINE, THE UNDERWRITERS MAY MODIFY BUT 

MAY NOT WITHDRAW ANY OUTSTANDING QUOTATIONS OR AUTHORIZATIONS OR AGREEMENTS TO BIND THE 

INSURANCE. 

NOTHING CONTAINED HEREIN OR INCORPORATED HEREIN BY REFERENCE SHALL CONSTITUTE NOTICE OF A CLAIM 

OR POTENTIAL CLAIM SO AS TO TRIGGER COVERAGE UNDER ANY CONTRACT OF INSURANCE.  NO COVERAGE SHALL 

BE AFFORDED FOR ANY CLAIMS ARISING OUT OF A CIRCUMSTANCE NOT DISCLOSED IN THIS APPLICATION. 

SIGNING OF THIS APPLICATION DOES NOT BIND THE APPLICANT OR THE UNDERWRITER TO COMPLETE THE 

INSURANCE, BUT IT IS AGREED THAT THIS APPLICATION SHALL BE THE BASIS OF THE CONTRACT SHOULD A POLICY BE 

ISSUED, AND IT WILL BECOME PART OF THE POLICY. 

ALL WRITTEN STATEMENTS AND MATERIALS FURNISHED TO THE INSURER IN CONJUNCTION WITH THIS APPLICATION 

ARE HEREBY INCORPORATED BY REFERENCE INTO THIS APPLICATION AND MADE A PART HEREOF. FOR NORTH 

CAROLINA, UTAH, AND WISCONSIN APPLICANTS, SUCH APPLICATION MATERIALS ARE PART OF THE POLICY, IF 

ISSUED, ONLY IF ATTACHED AT ISSUANCE.

 Name of Applicant

Signed on behalf of         
the Applicant by



Position/Title Date

Print Name

          /           /


